How to add new Global Admin to M365

A step by step guide on creating a new user and apply Global

Admin permissions in a Microsoft Tenancy

Go to M365 and login with a current GA account:

https://www.office.com/

Now click Admin on the bottom left-hand side
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Now on the left hand side click “Identity” which will take you to the Entra ID portal
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It will open a new window.

On the left click “Users” and click the “ + New User”

From the dropdown pick Create New User
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Now add in name of the email and select the domain you want to use for the email
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login. Set the display name and password

Create new user

Create a new internal user in your organization

Basics

Properties

Assignments

Review + create

Create a new user in your organization. This user will have a user name like alice@contoso.com. Learn more 3

Identity

User principal name *

Mail nickname *

Display name *

Password *

Account enabled ®

fﬁl[ safenceworx.com.au v| D

Domain not listed? Learn more 3

Derive from user principal name

Auto-generate password
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Then click Review + Create

Basics Properties Assignments Review + create

Create a new user in your organization. This user will have a user name like alice@contoso.com. Learn more 3

Identity
User principal name * Test ‘ @‘ safenceworx.com.au v '_3
Domain not listed? Learn more 2
Mail nickname *
Derive from user principal name
Display name * ‘ Test ‘
Password * ﬂ @ ‘ ::

Auto-generate password

Account enabled ®

It will ask you to confirm and click Create again

Home > SA Fenceworx > Users >

Create new user

Create a new internal user in your organization

Basics Properties Assignments Review + create

Basics

User principal name Test@safenceworx.com.au @
Display name Test

Mail nickname Test

Password n o ‘
Account enabled Yes

Properties

User type Member

Assignments

Administrative units
Groups

Roles
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Now we have the new user account lets apply Global Admin premissions to it.

On the left click :Roles & Admin” if you are not logged in currently as a GA you cannot do

this action.
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In the search box putin “Global admin”

Home > SA Fenceworx > Users
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(@ Your Role: Global Administrator and 1 other roles
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£ search by name or description

&% Bulk operation results

Role

Troubleshooting + Support
Al Administrator

& New support request

Application Administrator

Application Developer
Attack Payload Author

Attack Simulation Administrator
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Click The Global Admin Roll

L Download assignments () Refresh

Learn more about Microsoft Entra ID role-based access control

5 Add filters

™

[ Preview features | 27 Got feedback?

@ To create custom roles, your organization needs Microsoft Entra ID Premium P1 or P2. Start a free trial. —>

Description Privileged
Manage all aspects of Microsoft 365 Copilot and Al-related enterprise services in Microsoft 365.

Can create and manage all aspects of app registrations and enterprise apps.
Can create application registrations independent of the ‘Users can register applications' setting.

Can create attack payloads that an administrator can initiate later.

Can create and manage all aspects of attack simulation campaigns.
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Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access to manage broad application configuration
access to manage other parts of Microsoft Entra ID not related to application configuration. Learn more.
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Home > SA Fenceworx > Users

4., Roles and administrators | All roles

SA Fenceworx
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+ All roles
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= @ Tocreate custom roles, your organization needs Microsoft Entra ID Premium P1 or P2. Start a free trial. =
& Admin units

& Protected actions (@ Your Role: Global Administrator and 1 other roles
XK Diagnose and solve problems Administrative roles
Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access to manage broad application c¢
Activity access to manage other parts of Microsoft Entra ID not related to application configuration. Learn more.
9= BctessiTaRewS Learn more about Microsoft Entra ID role-based access control
@ Auditlogs
[2global admir| <] % Add fiters
4% Bulk operation results
1y Description Privileged
Troubleshooting + Support = =
= [
D Gisbal Admiristrator lCdaEr;‘r;iaer;age all aspects of Microsoft Entra ID and Microsoft services that use Microsoft Entra @
8 New support request -
[J clobal Reader Can read everything that a Global Administrator can, but not update anything. PRIVILEGED
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Now click “add Assignents”

Home > SA Fenceworx > Users > Roles and administrators | All roles > Global Administrator

Global Administrator | Assignments

All roles

-+ Add assignments X L Download assignments () Refresh (4 ManageinPiIM | A’ Got feedback?

XK Diagnose and solve problems

Manage 2
@ You can also assign built-in roles to groups now. Learn More (7

Assignments

[2) Description
@ Your delegated admin partner(s) can use this role to manage your tenant. See your Delegated admin partner(s).

Activity
&% Bulk operation results Search
‘ Search by name
Troubleshooting + Support Type
2 [an
4 New support request
Name UserName Type
[J Admin 365 M365admin@safenceworx.onmicrosoft.com User

A little side panel will appear and ask you to pick a user:
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Add assignments

@ Try changing or adding filters if you don't see what you're looking for. Selected (1)
) Reset
Search ©
o[£ ] @ = o)
7 results found BB Tesossiencevoncomau
Al Users
| cat -
Name Type Details
O @ Acounts User Accounts@safenceworx.com.au
[J @ George Galandaris User Admin@safenceworx.com.au
O @ nfo User Info@safenceworx.com.au
[0 @ supenisor User supervisor@safenceworx.com.au
O @ support User Support@safenceworx.com.au
@ et User Test@safenceworx.com.au

Now you should see your new GA user in the list

Home > SA Fenceworx > Users > Roles and administrators | All roles > Global Administrator

Ja Global Administrator | Assignments

All roles

-+ Add assignments X L Download assignments () Refresh (' ManageinPiM | 2’ Got feedback?
K Diagnose and solve problems

Manage

@ You can also assign buiilt-in roles to groups now. Leam More [
2 Assignments
2 Description

@ Your delegated admin partner(s) can use this role to manage your tenant. See your Delegated admin partner(s)
Activity

% Bulk operation results Search

@ Successfully added assignment

Successfully added assignment Test

[ search by name

You are good to go &
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Troubleshooting + Support Type
= [ an
& New support request L
Name UserName Type Scope
|[:l Test Test@safenceworx.com.au User Directory
[J Admin 365 M365admin@safenceworx.onmicrosoft.com User Directory



